"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012

GDPR Compliance & AcpdaAion Cyber Insurance

Lioyd’s Market Nikog lewpyomovAog- Cyber Privacy Risks Advisor
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Cromar Coverholder at Lloyd's

« H Cromar Coverholder twv LLOYD'S, OwBetel TOALET  gumeEplar ot OnuoLPYix
€EELOIKEVUEVWV OCPOALOTIKWY TIPOYPOUUATWY PE TNV LTTOOTAPLEN NYETIKWY CUVSIKATWY Twv LLOYD'S,
ue Ta omola £xel E€ovolodotnon Asopevong (Binding Authority).

BpaBeio Kawvotopiag 2016 and tnv ayopa tTwv Lloyd's
Best Coverholder Innovation 2016 yix Tnv eKTTALOELTIKA uNXovn www.cyberinsurancequote.gr
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http://www.cyberinsurancequote.gr/

GDPR

F'evikog Kavoviouog Npootaciog Asdopévwv

CROMAR | coverholder at TUV Austria Hellas GDPR Conference 2017
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General Data Protection Regulation
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28 Interpretations of the
Data Protection Directive

1 Data Protection Regulation across all
EU member states
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https://www.youtube.com/watch?v=T00XQjs41Q8

GDPR: lNsvikog Kavoviopog MNMpootaoiag Mpoowtikwv Aedopévwv

O Kavoviopog puBuidel Ta SIKOLWUOTO TWV (PUOLKWVY TIPOCWTIWVY OXETIKA UE

1. Ta TPOOWTIKA TOUG OedOpEVA

2. Tnv ene€epyaciao TwV TTPOCWTIKWY TOUG SEOOUEVWV

3. Tnv €AevBepn Kol AveUTIOOIOTN KUKAOQOpPIO Kol METARIPAON TwWV TPOCWTIKWY TOUG OeSOUEVWV
EVTOC TWV opiwv TNE¢ Eupwmaikng Evwaonc.

4. Tic dadikaaoieg dafifaong mpoowTtikwy dedopevwy eKTOG Eupwtaikng Evwong

TUV Austria Hellas GDPR Conference 2017
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GDPR: lNeviko¢ Kavoviopog Npootaciog Mpoowtikwv Asdopévwy

O Emixelpnoslg Ba mpemel va €xouv AABEl TO KATAAANAX TEXVIKE KOL OPYAVWTIKK
HETPO!

* VA& £XOUV EKTIALOEVGEL KATAANAC TO avOpWTILVO SUVOULIKO TOVG

* VO UTIOPXEL KATAVOUN POAWY, APHOSIOTNTWY Kol EVOUVWY TOL AVOPWTILVOU OUVALKOU YLX
TNV €MEEEPYATIA TWV TIPOCWTILKWVY SEOOUEVWV

* VA £X0UV TIOALTIKEG & SLadIKATiEG TIPOCTACIOG TIPOCWTIKWY OESOUEVWIV
* VX EXOUV
« Data Recovery Plan & Business Continuity Plan

* [A&vo Avtipetwtiong lMeplotatikwy Aopaislag & Mapafiaong Tpoocwtikwy dedopevwy  (Incident
Response Plan)

* (PPOVTIOEL Yl TNV XPrON KpuTTTOypA&@nong n Yeudovuponoinong

CRO—M-&E Coverholder at REel bR
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GDPR - Texvika & OpyavwTIK& HETPA

Information
Security a
Legitimate

Interest

Requirement Effective
to Secure Detection and
Private Data Response

Improved Encryption
Security and ID
Requirements management

v Symantec.
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GDPR: Noyodocoia (Accountability)

« H ¢vvowx NG «Aoyodoociag» (Accountability) mouv cwoayet o Neog Kavoviopog [llpootaciog
MpoowTtikwy Agdopevwy Ba TIPETEL VA AVTIMETWTILOOEL w¢ €uOUVVN Twv VTTELOVVWY N EKTEAOUVTWV
TNV €Megepyaoia EVOVTL TWV UTIOKEIMEVWY KOBWC Kat TNV ANYn Twv avayKaiwv HETPWVY Yld vV
VAOTIOL)OOLV TNV €VBVVN QUTH).

« H &gubuUvn authy amortei TRV ocAAayr] KOUATOUPAG WOTE N TPOOTACIX TWV Oedopévwy
TPOCWTILKOU XAPAKTHPX VX XTMOTEAECEL HEPOG TNG CUVOALKNG OTPATNYIKAG HLXG ETALPIAG WOTE VO
Stao@oAileTal N TPOCTACI TWV TIPOCWTIKWY SESOUEVWY TIOU TA (PUOLIKA TIPOCWTIA EXOUVV EUTILOTEVOEL
OTNV €TALpPlO OUTH).

CROMAR Coverholder at muEelg sk TUV Austria Hellas GDPR Conference 2017 m
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O PoAoc¢ Tou Data Protection Officer .

¥ DATA PROTECTION OFFICER

O Data Protection Officer (YmevOuvog MNpootaciag Aedopévwv) avorapuBavel :
 Na ekmpoowmnnoetl TRV Emixeipnon évavti twv Apxwv, EOvikwv kat Eupwmaikwv

* Na Sao@alicel TNV EVAPHUOVION TNG AELTOUPYING TNG ETLXEIPNONG OE OTL XPOPA& TLG TTOALTIKEG
MPAKTIKEG Kot peBodoloyia emedepyaaiag, anmodnkevong kat peTa@opag Asdopévwy NMpoowtikov
Xapaktipo HE TO OXETIKO VOHOOETIKO TTACioLO

* Na mpootatéPst TNV E€mMXEipnon amoé Toug Kwduvoug eMIBOARG TWV ONHAVTIKOTATWY Kol
BapUtatwv S10IKNTIKWV TPOCTIHWY TIOU TIPOPAETIEL O KOVOVIoUOG

TUV Austria Hellas GDPR Conference 2017 n



http://www.dpoacademy.gr/articles/

GDPR: H Aoyodocia dsv peta@épetal oute avatiOetal og Ttpitov

Effective,
enforced &
documented
Policies.

Appropriate
Policy,
Process and
Technology

Privacy by
Protection Impact Design and
Officers Assessments by Default

Demonstrate
Compliance

Accountability cannot be transferred or outsourced

Copyright @ 2016 Symantec Corporation szma ntec.

% Coverholder at JUEe}g sk
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O GDPR kaBopilel Tov TpOTO Staxxsiplong Twv dedopévwy

= Specific data
= Specific purpose
= Notify of changes

Principles of data Permission applies to:
collection

=Fairly and lawfully

=Receiving consent Collect Process

=Relevance Vi

/

=Proportionality
=Types of data

Management of: y

= Access

- Right to rectify data - 'Retain &
Manage
& Secur

= Data destruction policy
.

« Data transfers \

= Applicable rules ]

Retain
= Duration

= Types of data

Secure
= People
= Process

= Technology

= Data loss

Copyright ® 2016 Symantec Corporation

v Symantec.

?‘:_'1%- CROMAR | coverholder at IR o0
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General Data Protection Regulation - Liabilities

* Ymoxpéwaon Evnpépwong Apxwv
* Evtog 72 wpwv

* Ymoxpéwon Evnpépwong MeAatwv

’ isk fines of up to
 MpooTipuax Risk o
€20 million

or 4% of your organisations

* Ewc 10 4% Tou TlipOou TOLC ME
max €20m OToL0 aTo Ta 2 €lval LEYOAUTEPO global turnover -

¢ Amo{nuuwoelg ot YIOKELpEVA TwV dedopévwv Tou utéotnoav (nML&

LLOYD'S TUV Austria Hellas GDPR Conference 2017



Cyber Insurance

EpyaAeio Altaxxeipiong tTov YroAowmopsvou Kwvduvou
(Residual Risk)

Time from Earliest Evidence of Compromise
to Discovery of Compromise

A

median number of days that threat
groups were present on a victim's
network before detection

4 24days less than 2013

?‘I_:;%- CROMAR | coverholder at TR E R
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H ayopd Cyber Insurance tav $3.481¢ to 2016

* 70% - c. $2.3bn relates to standalone cyber products
» 85% of the business originates from the US

$70m
$80m oy
Cyber buying patterns F $150m
:'.'zgh - .':7vei,yg.u'ogapos!:mare) 190m
$870m
30%
® Stand-alone
Blended
Standalone & Bundled
& United States ‘ Europe Rest of World
RO Cynex. Sy $2.9bn | 86% $270m | 8% $220m | 6%

Source: Aon Inpourt analyss Swiss Re Sigma, Aon UP data. Aon cyber whilepaper  Aon practitioner msghls PAWC Alary . Advisen

% Coverholder at JUEe}g sk
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H Evpwnaikn ayopa stand alone cupfoAaiwv vntoAoyiletal o $190m kot
avapévetal va @Oacel ta $900m to 2020.
‘ EU standalone cyber GWP

= +40% GWP growth between 2015-2016
= Expected to see accelerated growth due to stricter regulations and increased awareness

Increased data regulations (GDPR)

_zEr.' Duty to notify data breaches S
Legislation Fine of up to 2% or 4% of global turnover’ )
EU wide enforcement of GDPR $900m
() i P
(@) gc;eased:waren:i; (::ven tby. C,S‘DbR e $545m
A yber ranking as rges‘ .rs s by companies
Expected to move to 8th position by 2018
$135m $190m
# of breaches increasing at 36% since 20117 == -
Mandatory notification to drive numbers higher
2015 2016 Slow Realistic Optimistic
growth growth growth
Cost of data breach in Europe 35% lower vs. US* (2020) (2020) (2020)
Costs “ke'y to Increase as a result of GDPR Penetration Growing from a Slow reaction 1o Market reacts to  Cyber event sparks
As seen in US after enforcement of data legislation levels are low small base EU GOPR reform EU GOPR reform huge demand

Source: The Ewopean Unon Breach Level Index, 1IBM . Ponermon Institase, Acn Global Risk Swurvey, Aon npoent analyses
Notes 1 Depending on activity | 2 Aon Global Risk Survey | 3 The Breach Lewt Index | 4 1B8W

?‘_:::: CROMAR Coverholder at NEe)ger TUV Austria Hellas GDPR Conference 2017
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Awxxeipion Meplotatikwv Data Breach

N
\
. Evaluation of Managing the Handling the
Dlscuuaega?;ha Data the Data Short-Term Long-Term
Breach Crisis Consequences

Class-Action
Lawsuits

Motification and

Theft, loss, or Unauthorized Credit Monitoring

Disclosure of Personally
Identifiable Mon-FPublic
Information or Third Party Forensic
Corporate Information that is in Investigation and
the care, custody or control of the Legal Review
Insured Organization, or a third
party for whorm the Insured
Organization is legally liable

Regulatory Fines,
Penalties, and
Consumer Redress

Reputational
Damage

Public Relations

Income Loss

TUV Austria Hellas GDPR Conference 2017



Cyber Insurance pe puax patia

AFTIKH EYS&YNH
EMANTI TPITCXN
Ch onolor unNEotnoav {npIa
Adyw arpAE1as Taw Npocu-
nikwv ous debopsvwov and
nv Etgipeia otnv onoia g
eixav HawaEel.

ANTANOKPIEH
IE NEPFIETATIKA
NnAPABIAIHE

EEobSa kol vnnpecies laxei-
pions Neplotatkaw napafi-
Qons oucTtNUAatow Kol anom-
As1as EpMICEUTRGY NAnpo-
ORIV,

ETtitAéov kaAUTttovTal
« TOo AlokknTika Mpootipa - Money Fraudulent Transfer - Telecom Freaking

« PCl fines

« Media Liability

=% CROMAR

TREUEAMCT BADEIRS 11D
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AIAKOMH EPFAEION
Eaduywn wia anddela sod-
S, Adyow fiakonns tns eni-
XEIpNUaUKns Spacmpoin-
10s and neplotatkd napali-
QoOns oUOTNPaToY Kal ard-
AE0s EUrMMotEUTIEDY Nnidnpo-

(P CHD L

TUV Austria Hellas GDPR Conference 2017
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Kaduen yiia Siaxeipion ne-
pictankaw  exfiocpod ano
aneldés nouw ynopei va Bria-
pouy Eva Siktuo i wa obn-
yroouv o Sigppon En-
OEUTIKAW NANpOQopIiy.



Incident Response Plan & Ao@daAwon Cyber Insurance

OL Ymnpeoieg Awaxeipiong Zupfaviwy mov mpoo@epsl n ac@aAion Cyber Insurance
UTIOPOUV VO QTIOTEAECOUV MEPOG TOU [MAavou AvTipeTwTtiiong MePLOTATIKWY TIOU O
GDPR Bewpel amapaitnTo

* Forensics
« E&sdikevpévoug Atknyopoug
« Ewdikoug Awaxeipiong Kpioswv
* (Anuooleg oxeoslg — Emikowwviako MNAavo)
* Evnuépwong MeAatwv (web, customer care, direct mail)
* E8koU¢ Suanmpaypateutéq o mepintwon ekBlacpov

% Coverholder at aEeEEsg TUV Austria Hellas GDPR Conference 2017




2017
Cyber Claims Study Highlights

Humans are the WEAK UNK

m There was insider involvement in 2574 of the incidents
m Hackers caused 2776 of the incidents; Malware/Virus 1674
m Third Parties (vendors) accounted for 1 3 7% of the incidents

Cause of Loss

Type of Data

The target is

PRIVATE INFORMATION

m 1.8M records lost on average
The median number of records lost was 1.091

m PCl was the most frequently exposed data
Followed by PHI and PII

m Healthcare and Professional Services were the most

breached sectors (1.8 74 each)

Followed by Financial Services 13%. Retail 117, Non-Profit 8%. and Technology 77% .
Business Sector

Coverholder at [AKe)gai] TUV Austria Hellas GDPR Conference 2017




Cyber Secure Solution

LLOYD'S TUV Austria Hellas GDPR Conference 2017




: THEWORLD'S SRECIALIST £
INSURANCE MARKET
CROMAR | coverholder at [[IRGH TUV Austria Hellas GDPR Conference 2017




Cyber & Data Privacy Insurance Quote

"There are only two types of companies:

tho e that }ja\/ﬁ\ k\,a;_L N Nac« !".F:;(::.
and those that will be.”

Robert Mueller
FBI Director, 2012

* Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberlnsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tool around cyber and data privacy risks for small companies in Greece.

CROM&R Coverholder at [IRReR o TUV Austria Hellas GDPR Conference 2017



http://www.cyberinsurancequote.gr/

Beazley Global Breach Solution  Ratings

All Beazley's managed syndicates
i (2623/623/3622/3623/6107/6050)
are covered by the Lloyd's market ratings:

. AM. Best rating A (Excellent)
. Standard & Poor’s rating A+ (Strong)

In addition, Beazley's admitted US carrier
. has an A.M. Best rating:

Beazley Insurance Company, Inc. A (Excellent)

 Beazley givar nyétng otnv mapoxn aoc@PaACTIKWY Avcewv cyber privacy insurance kat Tto
HEYXAUTEPO GTOV TOUHEXR AUTO GUVSIKATO TG axyopag Twv Lloyd's.

« [Mpooepel OAOKANPWHEVEG AVTELG AOPAALONG KOL OLXXELPLONG TIEPLOTATIKWY ATIWAELXG OESOUEVWV.

Exet StoxelproBel mavw artd 6.500 TEPLOTATIKA

Mpooepel Opla Kahuyng €wg €100 ekatoppupLa

$400ek ao@aAlotpa cyber insurance to 2016

CRDMAR Coverholder at [NEe)gsks
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https://investor.relations.beazley.com/key-financials/ratings

Cyber Privacy Risks Advisors

In

My Groups Discover

Cvyber

el (C\/ber Privacy Risks Advisors
S Z,Bi members y

ABOUT THIS GROUP

@ Start a conversation with your group This group discusses issues related to Privacy and Data

Breach Management. We encourage Information Security,
Legal, Compliance, Governance Risk, Crisis
Enter a conversation title. . Communication Managers and Customer Care Managers
to participate by debating the need for regulations and

. sharing their best practices, solutions and news about
Conversations Jobs

upcoming events.

?T-:*::f. EF:EQHMM&E- Coverholder at JREe g RS TUV Austria Hellas GDPR Conference 2017



ENISA Report

Cyber Insurance: Recent
Advances, Good Practices and
Challenges

NOVEMBER 2016 -
L ] Furngesn Uskon Agency For Fetscrk 3 nd informi ion Securrty

TE:’;; CROMAR Coverholder at REe) ) TUV Austria Hellas GDPR Conference 2017
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ENISA_Cyber-Insurance_2016-11_FINAL (1).pdf

GDPR & Aoc@paAion Cyber Insurance

* H ao@dAion TepAapPAVETAL OTA TEXVIKA KOL OPYAVWTIKAX HETPC;

* H aoc@&Alon KOAUTITEL €UOVVEG IOV TIPOKUTITOUV OTTO TIEPLOTATIKA ATIWAELOG TIPOCWTIKWY OESOUEVWV
(data breach) ;

« H aopdAion BonBasl otnv KOAUTEPN QVTLIUETWTILON TWV TIEPLOTATIKWY TIapafiaong He TNV TIOPOXN
eOIKWY oTnV  Olaxelplon oupPaviwy oL OToilol CUUTANPwvouv TNV Opdda  AVTIHETWTILONG

[MeploTATIKWY TNG ETOUPLOC;

« H ao@aAlon UTOpEL VO OTIOTEAECEL TTAPAYOVTA SLPOPOTIOiNONG TOU VYOUE TOU TPOCTIUOU TIOU

UTIOPOUV VA ETURAXAAOUVV Ol OPXEG;

« H ao@aAion pmopel va ponBnoet pa eTapian va cuvexiosel OOAQ TNV AELTOVPYIX TNG;

TUV Austria Hellas GDPR Conference 2017



Only Three Things are Certain in Life: Death, Taxes,
and...Data Breaches

Nikog NewpyomouAog
Cyber Privacy Risks Insurance Advisor
Email: nikos.georgopoulos@cromar.gr

T 210 8028946 (120) , M 6948 365033 LinkedIn Profile
www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr . www.dpoacademy.gr

LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy

Coverholder at [AKe)gai] TUV Austria Hellas GDPR Conference 2017



mailto:nikos.georgopoulos@cromar.gr
https://www.linkedin.com/in/nikos-georgopoulos-mba-cyrm-16227b11/
http://www.cyberinsurancegreece.com/
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https://www.linkedin.com/groups/8544788

